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Introduction

Cyber security Is a vastly growing concern in our digital modernizing world, and
everyday results in more data breaches. The need for increased digital security and
various methods of doing so Is a highly needed research and developing industry.
An article written by John Zorabedian of Security Intelligence, estimated that the
average cost of a security breach resulted in a loss of $4.24 million. Even just
recently during the Tokyo Olympics that was a breach of ticket holder’s
Information according to an article on Computer\Weekly.com by Aaron Tan. Our
research will show of the effectiveness of using user interaction for verifying
Individual users for future security implications.

The objective of our research is to identify the capabilities and possible
applications of using user’s gestures and interactions with their mobile device as a
viable security measure.
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Currently we have accumulated 10 different data sets from 9 users to test and
verify the accuracy of our program.

- Initial tests were to verify the effectiveness of using a user’s pressure, touch size,
and duration time of their gestures. These features proved to be very effective
resulting in our training and testing sets being 100% accurate in depicting the
correct users. However, we saw that in our cross-validation results only being
75% effectively; predicted 3 out of 4 users correctly.

- Next, we analyzed the usefulness of the coordinates and velocities collected for
location and speed at which the users swiped their phones (initial hypothesis
proved these features alone would prove not as effective giving users told to
swipe in same location and only vertically). This data, surprisingly, found to be
100% accurate In training and testing data sets. Leading to be 94.7% accurate In
our cross-validation sets.

- Lastly, we come to see how all 5 features, broken into a total of 25 categories,

Conclusion

The ability to use user gesture interaction has great potential for future implications
of security measures. Including since our research didn’t further into varying the
coordinates of such user gestures. Working with the user not only just swiping the
phone, but also with drawing other shapes on the screen will only increase the level
of variations that can occur. More possibilities will lead to greater security of the
user’s data, which is the ultimate goal in this project’s potential.
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https://securityintelligence.com/posts/whats-new-2021-cost-of-a-data-breach-report/
https://www.computerweekly.com/news/252504456/Tokyo-2020-hit-by-data-breach

